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Security Association (SA) Used to negotiate security attributes and indicate the DOI and

Proposal (P)
Transform (T)

Key Exchange (KE)
Identification (ID)
Certificate (CERT)

Certificate Request (CR)

Hash (HASH)

Signature (SIG)
Nonce (NONCE)
Notification (N)

Delete (D)

Situation under which negotiation is taking place.

Used during SA negotiation; indicates protocol to be used and
number of transforms.

Used during SA negotiation; indicates transform and related SA
attributes.

Supports a variety of key exchange techniques.
Used to exchange identification information.

Used to transport certificates and other certificate- related
information.

Used to request certificates; indicates the types of certificates
requested and the acceptable certificate authorities.

Contains data generated by a hash function.

Contains data generated by a digital signature function.
Contains a nonce.

Used to transmit notification data, such as an error condition.

Indicates an SA that is no longer valid.
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