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Integrity

Threats

*Modification of user data

*Trojan horse browser

*Modification of memory

*Modification of message trafficin transit

Confidentiality

Denial of
Service

sEavesdropping on the Net

*Theft of info from server

*Theft of data from client

*Info about network configuration
«Info about which client talks to server

«Killing of userthreads

*Flooding machine with bogus requests
*Filling up disk or memory

*Isolating machine by DNS attacks

Authentication

Impersonation of legitimate users
sData forgery

Countermeasures
Cryptographic checksums

Consequences

sLoss of information
«Compromise of machine
*Vulnerabilty to all other
threats

Encryption, web proxies
sLoss of information
eLoss of privacy

Difficult to prevent
*Disruptive
*Annoying
*Prevent user from getting
work done

Cryptographic techniques
*Misrepresentation of user
*Belief that false
information is valid
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HTTP FTP SMTP S/MIME| PGP SET
HTTP FTP SMTP | SSL or TLS Kerberos SMTP HTTP
TCP TCP UDP TCP
IP/TPSec IP P
{a) Network level (b} Transport level (c) Application level
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Application data

Fragment

214 bytes

R
Coatpes V///{/A

Add MAC

Encrypt

Append S5L
record header
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Alert unexpected message, bad record mac, O
decompression failure, handshake failure

(b) Alert Protocol
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Type Length

Content

(c) Handshake Protocol
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Message Type

Parameters

hello_request
client_hello
server_hello
certificate

server_key_ exchange
certificate_request
server_done
certificate_verify
client_key_exchange

finished

null

version, random, session id, cipher suite, compression method
version, random, session id, cipher suite, compression method
chain of X.509v3 certificates

parameters, signhature

type, authorities

null

signature

parameters, signhature

hash value
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Client Server

["- ar hw

Fhase |

Establish secunty capabilities, including
provaca] version, session 11, cipher soie,
compression method, and initial random
numbers,

certifictte

Phase 2

Server may send certificate, kev exchange,
and request certificate. Server signals end
of hello message phase.
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SSL Handshake JSg 9

Client Server

Phase 3

Client sends cerificate i requested, Clicent
sends key exchange. Clienl iy semdl
certificate verification,

Phase 4
Change cipher suite and finish
handshake protocol.

More: Shaded wransfers are
optional or situation-dependent
messages that are nid always sent.
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