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! ?6@ (A B%CA

!   D$-*#9:#; 0%1 EF G-( 0H%I GA%#;

! <#=:/ 0%1 EF G-( 0H%I GA%#;

!     2$%J#K:; ) >#'*/ 0%1 EF G-( 0H%I GA%#;

 &+,%- .+%#/ 0#1 234
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!?6@ (A B%CA %L DLM DN DLM B%CA :   0%1 DLM A-OP/ QL-"C- 
     ?R%,' DN S-*TUVW$ 2I*KIA *#5' SA*X (-V8A ) 2@%CA

D&J8 0O#YX ) Z%5F

567 48 9#*8
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•.'- [%R%J/(- ) D&J8 0H%I

•.'-  (-"T(%X 0H%I

•.'-  G-V\(%X 0H%I

:;<= >?@+' AB 48 567 48 9#*8 0-
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!]#^VI *N 2,KJ' D&J8 H- GA%WKI-

•+@*I ) 2L-(%X QL-"C-

•DK5N AV,8 DN +J5$ +#$V_' QL-"C-

• `YK=' 2K#,'- aVbI %N `YK=' 2F-V$ `L*P/ S%&'-) !"#$%&'VLAN(

! D&J8 +L*LO' 0%1(-"N- H- GA%WKI-

! [%R%J/(- 29$%'*c' ) +#,'- DN DdV/Wireless

!   D&J8 0%1 eL)*I 0%1 0*Lf; g#Ih 2N%LH(-(email,Web,File Server,…)

!    D&J8 ibI (A Z)*L) Oj 0%1 EF G-( 0H%I GA%#;(Corporate AV Solutions) 

567 48 9#*8-C#D#</4- 3 :;<= 0E#' .%- 
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! Z)*L)Oj H- GA%WKI-)  [(Vk DN l%c#d*/Corporate (

! 2K#,'- 0%1 DYk) H- GA%WKI- )Patch (    ) E'%@ >K5#I H)( DN
 GO8 g_$ 0%1(-"C- !*$

!   m*C Q#; [%6#n,/ SA*X .6L-

! 0()*j*#o 0%1 eL)*I SA*X 4%PC*#o

!    0%1 [(V; !%6/ SA*X A)O5'TCP/IP  !HM A(-V' H- *#o DN 

!   pGq-)(fT rV_\ (A `YK=' 2K#,'- 0%1 +I%#I 0-*d-
 ) S-*N(%X 2I*N%5F....

 567 48 9#*8–4-FG4#H 0E#' .%- 
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! Z)*L) Oj H- GA%WKI-)  [(Vk DN l%c#d*/Corporate (

! 2_=8 Q/h G(-VLA H- GA%WKI-

!     0%1(-"C- !*$ ) E'%@ >K5#I H)( DN 2K#,'- 0%1 DYk) H- GA%WKI-
GO8 g_$

 567 48 9#*8–I-JK4#H 0E#' .%- 
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04-F*- L(M >?@+' 48 567 48 9#*8

      E'%8 >K5#I sL 0(-"C- !*$ 0%1 DLM D61 0H%I .'-:

! D&J8(Network)

!>K5#I   E'%@(Operating System)

! GA-A G%9L%; +L*LO' >K5#I  %1(DBMS)

! 0A*N(%X D'%$*N(Application) 



      2!'"# 234&"-      5)# 5678'9 90-89                               /01. ) *+#+ ('!"#                             )http://dnsl.ce.sharif.edu(10

 N?+,%- 0#)%F+M#;%

 !"#$% &$'()
System 
Security

 !"#$% &%'(% ) *+#,#-.

Identification & 

Authentication

/010#234
Cryptography

 56
#77
89 
*:
#7+
;0

In
tr

usi
on

 T
ra

ck
in

g
 56#789 &% !7<=#>/

Intrusion Protection

  56#789 ?@A7B9
Intrusion Detection

C#
DE
F% 
G#
+'6

 ) *
,'
H,
; I
'H-
J

Acc
es

s 
Co

nt
ro

l  
&
 

In
fo

rm
at

io
n 

Fl
ow

 C
on

tr
ol

K77L9
H

o
n

e
y
 P

o
t

 M
#7
N(

)
  O

9P 
Q0
%R
+;

 (
F
ir

e
w

a
ll



      2!'"# 234&"-      5)# 5678'9 90-89                               /01. ) *+#+ ('!"#                             )http://dnsl.ce.sharif.edu(11

>?@+' 48 >O#)/ 3 PJQM #R :SR#T% !/-(%
) >+%(/ UV+WX/ U0(+YX+Z (

!"#$%#&'#(%)*#+")

  *+
,-

 .
 *
/,0
/12
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 U0(+YX+Z>+%(/ UV+WX/

!+t%k- H-*F- ) 2L%I%,8

! 2I*KIA 4*K,X

!  u%WF)Q/h G(-VLA(

!4%K#vLA 0%3'- ) 0(%9$"'(
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U0(+YX+Z V+WX/>+%(/ U

!  UVW$ <#=:/ >K5#I )IDS  (

! DY/ >K5#I )Honeypot (
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 UV+WX/ U0(+YX+Z>+%(/

!  (%XAV\ >#'*/ ) S%J#K:; 0%1 >K5#I

![%@wR- 2N%LH%N ) 0*#T S%J#K:; 0%1 !"#$%&'

!  S%J#K:; +L%I 0H-O$- G-( ) ExK5' ) -"v' 2&L"#C (VR DN (
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!"#$% &'()*

!+#,'- .#'%/ 0%78)(

! :$'960"  ;&'<='> ;6?

!<#=:/ 0%1 !"#$%&'

!>#'*/ 0%1 !"#$%&'
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 0(+YX+Z– &BJ1 E-([- 3 NB#'#,=

!Identification & Authentication

–Q#;  p>K5#I *1 (A 2I*KIA 4*K,X H%#$ *N(%X 2L%I%,8) 2j%xK' (  )
 H-*F- +LV1Sh 0%@A- A(V'

– O,Lh*C+LV1 H-*F- ) 2L%I%,8

I&A System

3456( 7) 82/9+:)   ;/<
=>?/@

=>?/@ ABCDE /F ABC> 7/G(

16
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 0(+YX+Z– &BJ1 E-([- 3 NB#'#,= 

     :?@M-8 \#'- (R &BJ1 E-([-    (R4#H 0#1     :?@M-8 \#'- (R &BJ1 E-([-    (R4#H 0#1

!    A(-A AV\ .1U (A *N(%X DX Dy$h:
"Gq-)(fT
"  2_=8 2L%I%,8 G(%68PIN

2Yk- Dt%5':0A*C DK5$-A 0%:C- %L ZOF 
EF G-(: DK5$-A 0- G()A *##z/ 

 *9LA 0%1 {)( %N g#X*/

?CD9 H(? :51283

17
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 0(+YX+Z– &BJ1 E-([- 3 NB#'#,= 

    \#'- (R &BJ1 E-([-   0#1 :?=-8  (R4#H     \#'- (R &BJ1 E-([-   0#1 :?=-8  (R4#H 

!   A(-A (%#K\- (A 2&L"#C (VR DN *N(%X DX Dy$h:
" [(%X) pO,68V1 p25#|%,z' p2&#KIw; (...
" 2K#,'- .XV/ )Security Token(
"  }*_' (%J&L Gq-)(fT O#tV/ .XV/)OTP(

2Yk- Dt%5':    A*C DK8-A SO8 AVxW' 
EF G-( : *9LA 0%1 {)( %N g#X*/

18
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 0(+YX+Z– &BJ1 E-([- 3 NB#'#,= 

         (R4#H N;B]J"J+R 0#1 :^WX% \#'- (R &BJ1 E-([-         (R4#H N;B]J"J+R 0#1 :^WX% \#'- (R &BJ1 E-([-

!*N(%X EPd EN%~*#o ) 2P#JR 0%1 D_=:' Z%I- *N:
"+:9$- *�-
">:� D#&J8
"[(Vk [%_=:'

2Yk- Dt%5':  26K5#I 2TO#y#; ) M%N D,L"1 

19
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 0(+YX+Z– &BJ1 E-([- 3 NB#'#,= 

   &BJ1 E-([- 0#1 I8-8 E- &_#Q[   &BJ1 E-([- 0#1 I8-8 E- &_#Q[

!     GO8 G*#\U %L ) (fT 4%F (A Gq-)(fT H- +|%WF DN H%#$
"  eXV,#t (A GO8 G*#\U 0%1 Gq-)(fT H- 2:L%6$) OPN OLwI-(
"  *#5' (A Gq-)(fT SO8 GOLAHA S%&'- H- 2:L%6$)OPN OLwI- )A (

!      (A GO8 G*#\U O#YX 0%:C- %L ) 0(-A*N 2�X S%&'- H- 0*#9:#;

.XV/

! sL*K'V#N 0%1 GA-A H- +|%WF DN H%#$

20
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 0(+YX+Z– &BJ1 E-([- 3 NB#'#,= 

   @-6A ;#BCD"shadow *E#)FGH ;)6I     J%B!'K F+ 6?

at:*:14521:0:99999:7::: avahi:*:14222:0:99999:7::: 
beagleindex:*:14521:0:99999:7::: bin:*:14222:::::: daemon:*:14222:::::: 
dnsmasq:*:14222:0:99999:7::: ftp:*:14222:::::: games:*:14222:::::: 
haldaemon:*:14222:0:99999:7::: lp:*:14222:::::: mail:*:14222:::::: 
man:*:14222:::::: messagebus:*:14222:0:99999:7::: news:*:14222:::::: 
nobody:*:14222:::::: ntp:*:14222:0:99999:7::: polkituser:*:14222:0:99999:7::: 
postfix:*:14222:0:99999:7::: pulse:*:14222:0:99999:7::: 
root:$2a$05$w9Sm7gHWX509G6UVJ/UBZO7elW0uvEZ072PvO/69XjeQn6GOT
6.CG:14521:::::: sshd:*:14222:0:99999:7::: suse-ncc:*:14222:0:99999:7::: 
uucp:*:14222:::::: uuidd:*:14222:0:99999:7::: wwwrun:*:14222:::::: 
jamal:$2a$05$MAPpLUxiZy9QJOCr1Vw59O/aaporGgAmja8kBRBslLsrE28q95vO
m:14521:0:99999:7::: 

21
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 0(+YX+Z– &BJ1 E-([- 3 NB#'#,= 

22
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 0(+YX+Z– N'(?'8 `(?,H

!Access Control

– +I- 2I*KIA 4*K,X >K5#I *1 (A +#,'- �WF 0-*N 0- DK51 !"#$%&'

– %@wR- ) �N%,' DN -( *9LA 0%1 >K5#I ) S-*N(%X 2I*KIA 4*K,X DW#|)  [
A(-A GO7@ *N +|%WF A(V' D&J8 %L ) >K5#I.

!"#$"% &#$'( )$*+"

ID'( 3> 8%="%B &%)CJ?B  7/G(
DB

Doc
s

Doc
s

 7/G(=$K

23
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 0(+YX+Z–  N'(?'8 `(?,H) :%-8-(

!   A(V' +LV1 +t%k- H-*F- ) *N(%X 2L%I%,8 p2I*KIA 4*K,X H%#$ Q#;
+I- Sh 0%@A-.

!   *#N-O/ Z%I- *N �N%,' -( 0) 0%1 2I*KIA p*N(%X +\%,8 H- e;
 >#L%6$ 2' <=:' >K5#I *LO' �IV/ GO8 �j) 2K#,'-.

! 2I*KIA 4*K,X 0%1 {)( B-V$-

"0(%#K\- 2I*KIA 4*K,X(DAC)

" 0(%Jd- 2I*KIA 4*K,X(MAC)

"Qx$ 2I*KIA 4*K,X-%,J' (RBAC)
24
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 0(+YX+Z– N'(?'8 `(?,H

!    2I*KIA 4*K,X ) +LV1 H-*F- .#N .'- ) 2xb,' �%J/(- AVd)

!   2Yk- 0%1 DLM (A 2I*KIA 4*K,X DN H%#$

" %1 GA-A DN 2I*KIA DLM pA*N(%X DLM p0*N(%X �I-) DLM)%1 GA-A G%9L%;(

!   2I*KIA 0%1 +5#t %L %1 GA-A +ck �WF DN H%#$

 N'(?'8 `(?,H– &+ab-3 #/ `#+K E-  N'(?'8 `(?,H– &+ab-3 #/ `#+K E- 

25
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 0(+YX+Z–c/d I4-JB8 

!Firewall
–2I*KIA 4*K,X !"#$%&' *N 2,KJ' 2K#,'- >K5#I sL
–2Y\-A S-(-"T(%X DN 2d(%\ S-*N(%X 2I*KIA 4*K,X DN `|V'
– 2K#,'- O@-V~ gt%~ (A 2K#,'- *LO' �IV/ 2I*KIA HVv' .##P/

26
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 0(+YX+Z–c/d I4-JB8 

!  2KC%L(A ) 2t%I(- 0%1 DK5N *N [(%n$ ) 4*K,X 0-*N +I- 0(-"N-
!  %L (VJ@ GH%d- %1 DK5N DN AV8 2' `L*P/ QL-*N DX 0O@-V~ Z%I- *N

  O1A 2' (VJ@ !O@.

Firewall

!"#$%&'

()*+ ,-./

B?)LE 8MN6( 3"#> OF)!

27



      2!'"# 234&"-      5)# 5678'9 90-89                               /01. ) *+#+ ('!"#                             )http://dnsl.ce.sharif.edu(

 0(+YX+Z–c/d I4-JB8 

!H)O,L) 4-)*L%C A*&Y6@ H- 0- D$V6$ QL%6$

Firewall

0#$1+

2'34256

2K#,'- GO@%~ :  0A()() 4%_/- �xC
 [(V; DN2002+I- H%v' .

28
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c/d I4-JB8 9-JM-

! D&J8 ibI Q/h G(-VLA

"Q/h G(-VLAlMV6P' D&J8 ibI >#6_/  DK5N 4VJ~ %L A( A(V' (A 0*#T  %1
 DLM O,Lh*I 0%,J' *N -(IP 2' !%v$-  O1A .

" .L-Q/h G(-VLADK5N 0)( 2K#,'- +I%#I 4%6@- *N G)w@   D6d*/ p%1
Z(Ah) NAT(2' "#$ -(    O1A !%v$- O$-V/.

! A*N(%X ibI Q/h G(-VLA

"Q/h 0%1 G(-VLAlMV6P' A*N(%X ibI  sL A*N(%X ibI A-A(-*~ *1 0-*N 
GO,L%6$ (-"T(%X ) Proxy Server ( sL DN �VN*' s#C-*/ !%6/ DX pO$(-A

2' 4%I(- A-A(-*~ Sh GO,L%6$ (-"T(%X DN A-A(-*~ AV8 .

! )A *1 H- 2J#X*/  
29
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:;<= c/d I4-JB8 AB N%J67 C#^WX% 0-

! 2K#,'- GO@%~ ) +I%#I `L*P/

! S%6d%7' *N-*N (A +nC%c'

" DK5N H- 2$%J#K:;    +t%F 2C%k O,'

"   H- 2$%J#K:;DMZ

!%1A-OL)( +J�

!D'%$*N 0-VKc' 0%1*KY#C SAVN -(-A

! 0H%v' 2kV_\ D&J8 H- 2$%J#K:; )VPN (

30
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 0(+YX+Z-04#YMF%4 

31

•Cryptography

–    2<96"&D" PQI:             *N 2t%I(- %L ) GO8 G*#\U �A-A *1 D&,L- H- S%,#6R-
            GA%WKI- ) 2L%:T"'( O$-V/ 2' *n$A(V' �O$*#T �IV/ %7,/ D&J8 0)(

 AA*T .
–  (DR 5&C!%:          (A GA-A DN O#YX sL %N GO8"'( O,Lh*I sL SA)"C-

        O_x' (A Sh 4*K,X ) 0H%IH%N ) 4%xK$- 4%F .
–      (K6R# S#&I#)    :6'> 6- &LF6%:(        (A l%C*k DX 0O#YX %N BwR- sL "'(

        O_x' (A Sh 2I(-) ) +I- *n$A(V' �OJ' %L ) *N(%X (%#K\- .

–  ;F6<9$"F :     ;F#GH$"F(Encoding/Encryption) +   2-6=H$"F 
(Decoding/Decryption)
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e4#T?% 04#YMF%4

!   A*C )A .#N %1 GA-A "'( 0-*N �*K:' +5:$ O#YX sL H- GA%WKI-

!2TR# /K67" :  4%$%X sL ?L*R H- �*K:' +5:$ O#YX 4A%J/ DN H%#$

.'�-

!6?+&L6% :    +ck 4*K,X ) %1 GA-A 29$%'*c' �WF

!   2L%:T"'( ) 0(-fT"'( 0-*N 0*K6X S%'H DN H%#$) 0%1 >KL(V9t- +J5$

S(%xK'%$  (A(-A.
32
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 e4#T?% 04#YMF%4) :%-8-(

 U'T%(7=9

E D

 VC"
F60.W

789

 U'T%(7=9

 VC"
F60.W

():
*U.$"F VC"  VC"

*U.$"F

E :F#GH$"F
D : 6=H$"F

 U'T% (7=9
X&C="

! +7d S(%xK' 0(%9$"'(  29$%'*c' �WF

33

!"#$%&'
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 04#YMF%4 e4#T?%) :%-8-(

! O,Lh*C +ck 4*K,XS(%xK' 0(%9$"'( %N

 L$M@&#6E

E
!"#$%&'

D

789

 L$M@&#6E

? 
= O"(

?/PQR

S/T()

   U/J VB)B
H

H

   U/J VB)B
S/T()

E :?)WXH(?
D :/6XH(?
H : I>/2

 7/% !<?B

34
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 04#YMF%4e4#T?%#M

!  +I- 2kV_\ O#YX sL ) 2'V6@ O#YX sL 0-(-A A*C *1.

!   A(-A (-*~ S%961 (%#K\- (A 2'V6@ O#YX.

!   .'- 0- D$VT DN OL%N ) A(-A (-*~ A*C (%#K\- (A l%C*k 2kV_\ O#YX
AV8 0(-O79$.

!%1A*N(%X :
"29$%'*c' �WF +7d 0(%9$"'(

"(%&$- !O@ ) +ck 4*K,X p+LV1 H-*F- +7d 4%K#vLA 0%3'-

!   2'V6@ O#YX +\%I*LH DN H%#$ )PKI   (  2'V6@ O#YX 21-VT ()Ok +7d

35
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 04#YMF%4 e4#T?%#M) :%-8-(

! +7d 0(%9$"'( 29$%'*c' �WF
!    OL%6$ 0(-fT"'( A*C 2'V6@ O#YX %N -( %1 GA-A O$-V/ 2' 25X *1.
!  2kV_\ O#YX 0-(-A �A*C �xC)   GO8  GA*N(%X DN 2'V6@ O#YX *|%,K'  (

 O,X 2L%:T"'( -( GO8 "'( 0%1 GA-A O$-V/ 2' .
2TY 2"B8Y U'T%

E D

 VC"
F60.W

789

2TY 2RBZ[ U'T%

 VC"
F60.W

():
*U.$"F VC"  VC"

*U.$"F

E :F#GH$"F
D : 6=H$"F

+$*K,L-
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 04#YMF%4 e4#T?%#M) :%-8-(

! +7d 0(%9$"'(   +ck 4*K,X ) +t%k- H-*F-)4%K#vLA 0%3'-(
!    0%3'- sL %1 GA-A H- AV\ 2kV_\ O#YX GA%WKI- %N O$-V/ 2' A*C

OL%6$ O#tV/ 4%K#vLA.
!  0%3'- +ck pA*C 2'V6@ O#YX H- GA%WKI- %N O,$-V/ 2' S-*9LA

  O,L%6$ 4*K,X 2KC%L(A 0%1 GA-A 0%,J' *N -( 4%K#vLA.
!  H- +I- 2PN%/ GO8O#tV/ 0%3'-%1 GA-A  ) 2kV_\O#YX  -ft pA*C 

   +I- 2L%I%,8 EN%~ 2'V6@O#YX H- GA%WKI- %N O_x' (A *LH A(-V':
"�%3'- O#tV/ (A i#ck%$ 2kV_\ O#YX H- GA%WKI- 
" 4%xK$- .#F (A GO8�%3'- 0%1 GA-A *##z/
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 04#YMF%4 e4#T?%#M) :%-8-(

! O#tV/ O,Lh*C4%K#vLA 0%3'- )  +ck 4*K,X

 V7I 2RBZ[ U'T%

E
+$*K,L-

D

789

V7I 2"B8Y U'T%

? 
= VC"

F60.W

 �%3'-

!%\ GA-A
H

H

!%\ GA-A
 �%3'-

E :F#GH$"F
D : 6=H$"F
H : S6O \?F+ ]L64
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N<+H(/ 04#YMF%4 0#)=34

!   S(%xK'%$ ) S(%xK' {)( )A .I%c' �#6v/
" H- GA%WKI-  S(%xK'%$ 0(%9$"'(O#YX 4A%J/ (A
" H- GA%WKI- S(%xK' 0(%9$"'(%1 GA-A +ck ) 29$%'*c' �WF (A

!0A*N(%X 0%1 4%�':
"  0H%v' 2kV_\ 0%1 D&J8VPN

" E&/)*;SSL

" E&/)*;SSH

39



      2!'"# 234&"-      5)# 5678'9 90-89                               /01. ) *+#+ ('!"#                             )http://dnsl.ce.sharif.edu(

!"#$% &'()*

!+#,'- .#'%/ 0%78)(

!0*#9:#; 0%1 !"#$%&'

!   ̂ 'N=4 ;6? :$'960"

!>#'*/ 0%1 !"#$%&'
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 V+WX/–PJQM V+WX/ >?@+' 

! _BQ9 ^'N=4  (Intrusion Detection)

�( �L%~) *N [(%n$ O,Lh*C    >K5#I %L ) D&J8 sL (A GA-A
   2K#,'- 0%7KI%#I H- }-*c$- A(-V' `:X +7d (A 0*/V#�'%X 

!    _BQ9 ^'N=4 \C7'O(IDS)

 !*$ sL    DN �I%; ) 0H%I(%&8h p<#=:/ +#YN%~ %N (-"C-
+#t%PC  >K5#I %N DbN-( (A 4%'*$*#o %L H%v'*#o 0%1
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PJQM V+WX/

!    (A UVW$ <#=:/ O,Lh*CIDS

GO$H-A*; Q#;

21A �I%;

 ;6?F6CAF
56"&9 6- /T8I

 %1 GA-A GO,,X >1-*C

  <#=:/ ) E#Yc/ (V/V'

 %1 D'%$A-OL)( D&J8 s#C-*/
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I8#Q?'-fJ' V+WX/

!  *+6QCO#`BO ^'N=4  (Misuse Detection)

–   AVdV' [w6F +\%,8
–E#Yc/ (V/V' 0-*N [w6F 0V9t- `L*P/
– Q#; H- 0V9t- sL %N DX �L%~) H- 0- D@V6v' 0VvK5d

 A(-A +xN%b' GO8 `L*P/.
–  O,L%6$ 2'  E6@ {)( .L- *N 2,KJ' gYo- 0(%v/ 0%1 >K5#I.
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04#g,1#M V+WX/

! ;F6a!?69 ^'N=4  (Anomaly Detection)

– >K5#I 4%'*$ A*&Y6@ +\%,8
–E#Yc/ (V/V' 0-*N >K5#I 4%'*$ (%KC( H- 2L%1 DL%6$ D#7/
–4%'*$ *#o +#t%PC 0VvK5d
–      %N 2J#X*/ [(Vk DN l-*#\- 2t) A(-A 2/%x#xc/ DJ,d *K:#N

  +I- GO8 *1%| 0(%v/ [MV_c' (A GA%WKI-�VI <#=:/.
–   DN O$-V/ 2' DY/ >K5#I 0VI DN (%v,1%$ s#C-*/ +L-O1 0-*N

 AV8 GA*N (%X .
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 V+WX/–4-F*-hRhi >?@+' 

!    F#$A#ULUb \C7'O ,-6c)
"(-"C-ON DN GAVth 0%7YL%C ) %1(-"C-ON B-V$- <#=:/
" %1(-"C-ON 0H%5X%;

!  F#$A#UL
" Z)*L))Virus(
" !*X)Worm(
" S%d)*/ )Trojan(
" 2xb,' g6N)Logical Bomb(
" 2IVI%d 0%1(-"N- )Spyware (
" DY6F 0%1(-"N-)Hack & Attack Tools (
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 V+WX/–4-F*-hRhi >?@+' 

!  d)&-) :    D'%$*N DN DX 2&�VX D'%$*N 2' *9LA 0%1   DN ) OJ5�
   2' >K5#I (A 0(%&N-*\ ) AV\ (%:K$-  AH-A*;  .

!:&% :      2' *:K,' +@*I DN -( AV\ DX +I- 2YxK5' D'%$*N    ) O,X
2N -( O$%N 0%,7; ) �N%,' lMV6P' O,X 2' 4%z8- +7d .

! 2ef!" g8L :D'%$*N  r%\ 2bL-*8 BV~) �c' DN DX 0-)  w�'
<=:' �L(%/ sL (A (2' 4%PC   2' 0(%&N-*\ DN ) AV8  AH-A*;.

! h6i)&4 :     2' G*#\U O#W' D'%$*N sL (A   sL S-V,@ DN %L AV8
  2' %d -( AV\ O#W' D'%$*N    0%:C- ) 4%I(- DN E6@ (A 2t) O$H

2' Z%5F [%@wR-  AH-A*; .
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 V+WX/–4-F*-hRhi >?@+' 

!   6L g'%&4 F+ U-Ui ;6? /N79 /j#F#
"S%N"#' *N 2,KJ' UVW$ <#=:/ >K5#I
"2_=8 Q/h G(-VLA
"  2IVI%d Oj >K5#I )Anti Spyware (
"�,#:#C 0%7KL%I <#=:/ >K5#I

!  6?F#$A#UL ,-&k4 *6<-6> \j#+ 296OFS)&L
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 V+WX/–j@7 :S/ >?@+' 

! @7Y /T4 \C7'O (Honeypot)

– A*&Y6@ �Vc$ H- *K:#N [%@wR- 0()h �6d +7d >d%7' gL*C ) 4%Wo-
Sh

–  +|%WF A(V' (-"T(%X 0)( *N DX D&J8 eL)*I O,� %L sL 0H%I D#J8
O,8%N 2' -*d- 4%F (A .

– .#6d%7' DdV/ A(V' DX O,K51 28H(- %N �N%,' ) [%@wR- 0)%F lMV6P' 
 O,,X 2' �fd AV\ +6I DN -( %7$h ) O$*#T 2' (-*~ .

–A(-A 2K#,'- s5L( E5@ DY/ >K5#I . pON%L �Y5/ Sh *N >d%7' *T-
  O8%N H%I E&:' D&J8 0-*N O$-V/ 2' .
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j@7 :S/ 0(+G4-(b cB-4d

! >d%7' sL D#t)- 2L%I%,8 H- e;
) %N lMV6P'IDSQ/h G(-VLA %L (  p

  E5@ DY/ sL +6I DN Sh s#C-*/
 AV8 2' +L-O1.
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!"#$% &'()*

!+#,'- .#'%/ 0%78)(

!0*#9:#; 0%1 !"#$%&'

!<#=:/ 0%1 !"#$%&'

!    \'"&4 ;6? :$'960"
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 >+%(/–   0(+G e#<+?XZ 

!-"v' 2&L"#C +L%I AVd)
"2P#JR 0%LwN H)*N [(Vk (A 2Yk- +L%I >#'*/

! S%J#K:; >K5#I AVd)
" >K5#I (%XAV\ 2,L"9L%d) (-"T(%X ( E&:' H)*N [(Vk (A S%J#K:;

 >K5#I (A)(-"T(%X ( 2Yk-

!  %1 GA-A G%9L%; H- 0*#T S%J#K:;
"  %L E&:' H)*N H- EJ~ +t%F DN >K5#I SO$-A*TH%N ) %1 GA-A 2N%LH%N

GO8 0*#T S%J#K:; 0%1 GA-A H- GA%WKI- %N DY6F
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e#B#Z
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