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!"#$% &'()*

! :;'(<5

!&'()*+,' &(/ &=2,>("*

!   !"#$% +,'-  12"?*(@ 

!   !"#$% +,'– A?);(@ 

2
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+,"-. /01#23

! Plaintext: the original message 
!:60.; <=$ :B=?* +,' 1CD3 E("F

! Ciphertext: the coded message 
!&$: <=$ :B=G +,' E("F

! Cipher: algorithm for transforming plaintext to ciphertext
!&$: :+,' HI, JK '(LGM HI, N;=O5 .I;'P)Q3

! Key: info used in cipher known only to sender/receiver 
!>1?' : B=*6"R - B=2I#6S TUS - V6"R 1, '36W BV(0I#3V'P, +,' 'V J% 1X$Y3 

=2*3V 1, 3' ZM E("F.
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+,"-. /01#23

! Encipher (encrypt): converting plaintext to ciphertext
!@:%AB&$: :+,' HI, JK '(LGM HI, N;=O5

! Decipher (decrypt): recovering plaintext from ciphertext
!2-6CB&$: :+,' HI, >3 '(LGM HI, [36\I#3
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+,"-. /01#23

! Cryptography: study of encryption principles/methods
!27-D9&$: :   &'3]R+,' &(/ ̂ -' - 7PD3 .CX

! Cryptanalysis (codebreaking): the study of principles/ 
methods of deciphering ciphertext without knowing key

!&$: E1?F4 :   ="C% >3 _$Y3 Z-=K +,' HI, 1;(?R+,' &(/ ̂ -' - 7PD3 .CX

! Cryptology: the field of both cryptography and 
cryptanalysis

!@:6G9&$: :  +,' N"C`5 - 18;P*+,' a"%65 >3 ND(b .CX



      2#1$% 234($-      5)% 567819 90-89                               /0". ) *+%+ !1#$%                             )http://dnsl.ce.sharif.edu(6

   41#56% 71#89:%1(Symmetric)

!1QP9<, &'()*+,' (K 7V(<, /1DPcd ="C% &'()*+,' / &'()*+,'

&="C% !5

!     =22% 1, BV(0I#3 e6I?, ="C% !; >3 B=*6"R - B=2I#6S.

! =2I8/ Z'(UI, _P* >3 !"#$% &(/ &'()*+,' E(95.

!  J/V >3 NOW (5 &'()*+,' _P* (f2570  
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41#56% 71#89:%1 ;<%
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!"#$% &'()*

! :;'(<5

!      @:6G9&$: @6H @>#$I619

!   !"#$% +,'-  12"?*(@ 

!   !"#$% +,'– A?);(@ 

8
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7<=%>#,9 #?

! Z'(UI, &'()*+,' >3 H,3 BV(0I#3 &36K &=2,>("* -V:
" &PW &'()*+,' .I;'P)Q3 !;
"=2I8/ B(RM ZM >3 B=*6"R - B=2I#6S (f25 J% &6# ="C% !;.

Y = EK(X)

X = DK(Y)

! A#3 g\?, J9/ &36K .I;'P)Q3 J% A#3 ZM 6K h6S.
!A#3 ="C% i;>P5 &36K H,3 7(*(% !; JK >("* H;36K(2K.
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71#89:%1 @#2A.

!@:%AB&$: @%(J *+6K=L% +:D$ 568MN%
" 12;+);(@)Substitution  :(6);V &6c2X (K 6c2X 6/ 12;+);(@
" A?);(@)Transposition  :(B=G+,' 6D(2X 1;(jK(@

!*+6K=L% +:D$ @6H>1?' +%>O4
"e6I?, 1DPcd ="C% !;
" k(O5'3 l6Y 6/ &36K ="C% -V) 1,P9X ="C%  +1DPcd ="C%(

!:60.; <=$ PI%+(Q P):

" 1%PCK :  1, +,' - ^>3V6F HI, 6D(2X >3 1%PCK  =*PG .

"1*(;6@ : 6/ 'V - B=G BV3V &V-'- JK JI#P"F 'PY JK HI, 6D(2X
1, ['(d B=G +,' 6c2X !; Jm`Q VPG .
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71#89:%1 B,CD3 EFGH

! /?8R I% S>H:
"="C% [36\I#3
"B=G+,' HI, >3 '(LGM HI, [36\I#3

!/?8R *DF9:
"+,' .I;'P)Q3 n("DPcd 1#'6K
"JXP9j, 1#'6K HI, >3 &3  (f*M B=G+,' - '(LGM &(/

11
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71#89:%1 B,CD3 EFGH I.J9.

   :%1 (8C,CD3 1#,6K. 1@ E#LFM. +CGH IJ9

•+,' .I;'P)Q3
• +,' HI,

ciphertext only 

•+,' .I;'P)Q3
• +,' HI,
• ZM B=G +,' - '(LGM HI, A0@ =2o (; !;

known plaintext

•+,' .I;'P)Q3
• +,' HI,
•  ZM 7V(<, +,' HI, - 6)C"C`5 T#P5 B=G p(\I*3 '(LGM HI,

chosen plaintext

•+,' .I;'P)Q3
• +,' HI,
•  ZM 1;(?R+,' >3 ND(b '(LGM HI, - 6)C"C`5 T#P5 B=G p(\I*3 +,' HI,

chosen ciphertext

•+,' .I;'P)Q3
• +,' HI,
•  ZM 7V(<, +,' HI, - 6)C"C`5 T#P5 B=G p(\I*3 '(LGM HI,
•  ZM 1;(?R+,' >3 ND(b '(LGM HI, - 6)C"C`5 T#P5 B=G p(\I*3 +,' HI,

chosen text
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   EN#H O#G3 7JP6QR
 (Brute Force Search)

!1;3=IK3 JC9b H;65

!  A#3 1;(#(2G NK(W '(LGM HI, J% A#3 H;3 6K h6S.

DES

3DES

AES

Substitution 
code
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/01#23 (80@

!  T?U$ !1#$%
"  1S(% _$Y3 B=G +,' HI,  qr6I#V 'V 15(O#(`, n'=W >3 NUI8,

 =2L* Js3'3 '(LGM HI, 1<tW H""<5 &36K)  +,' .I;'P)Q3 H;36K(2K -
 =G(O* HI8LG NK(W V'3V '("Id3 'V H9GV J% 1*(,> n=, >3 NUI8, . (

!  246"L6F$ !1#$%
"  V-=`, 15(O#(`, iK(2, HIG3V (K)Z(,> =2*(, ( HI8LG NK(W +,' q

=G(O* .
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!"#$% &'()*

! :;'(<5

!&'()*+,' &(/ &=2,>("*

!   V1LW' &$:-  2#1C96X 

!   !"#$% +,'– A?);(@ 

15
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S,'FT 7#?:%1

•   1, '36W BV(0I#3 V'P, E-V 1*(f@ u2@ Z(,> >3  =2IS6R.

•   .I8"# Z=,M VP@- JK >3 NOW   n'PcK &>-6,3 &65P"v,(% &(/
 1, E(j*3 1I#V =*=G.

•   =2I8/ A?);(@ - 12;+);(@ 1CD3 ^-' -V 6K 12IO,.

16
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S,'FT 7#?:%1

!  2#1C96X
"6);V l6b (K l6b !; 12"?*(@

!  1;(O0Q3 !5
! 1;(O0Q3 =2o

"  BV(0I#3 (K B=G JId(2G n$9b
 >3 w*(%6S i;>P5 (/
!(/V3=d' V3=<5
!n(9C% 7(9Ib3 - JK(?, l-6b
! (/P)Q3 N"C`5

! !CG-6X
"1CD3 HI, l-6b H"K 1;(jK(@
"  A\# +,' A8LG    !; 6R3 (,3 65

 HI, J9/ qVPG '(LGM P)Q3
A#3 B=G JI8LG.

17
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U<0. S,'FT :%1 B,CD3 7#?

! YW8RBrute Force 

" nx(b J9/ &PjI8@)HL9, &(/="C% (

!2796'(Z E1?F4 YW8R

" l-6b 1*3-36S(etanos…)

" l-6b n(O"%65 1*3-36S(th, nt) 

"   J9C% &(fI*3 - 3=IK3 l-6b(th___, ___nt, ___gh)

"Z(K> 6,36R 'V VP@P, .m*

18
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VQ9#T(* B,CD3

[D=$ :+ 271?G9% S)(R 29%)%(Z

19
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U<0. S,'FT :%1 B,CD3 7#?

!   >=$Kasiski: &'36L5 &(/P)Q3 HIS(; &(2O, 6K ^-' H;3 ) y(,P9X
1S6b J#  (         BV(0I#3V'P, ="C% 7PY ZV6% 3="F - B=G+,' HI, 'V

A#3 '3PI#3.
" B=;3 :  ="C% 7PY 6K (9Ib =;(K q&'36L5 &(/P)Q3 >3 '36L5 -V H"K JCD(S

z\K BV(0I#3 V'P, =G(K 6;]F .

" K: VIGVIGVIGVIGVIG
" P: THEBOYHASTHEBAG
" C: OPKWWECIYOPKWIM

20
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1.:' V=,W9#R :%1

abcdefghijklmnopqrstuvwxyzabcdefghijklmnopqrstuvwxyz

rdmc zmnsqds bzszotks

send another catapult

abcdefghijklmnopqrstuvwxyz

r

   Y61\D]^
•  1, BV(0I#3 {PS 7P,6S JK(?, 12;+);(@ 7P,6S !; >3 (f25 VPG.
• (f2525VPG 76I2% A#3 E>x ="C% .
• A#3 e'V NK(W - B=G JId(2G ZM '(LGM HI, Z(K>.

K = y

C = P + K (mod 26)
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V0#XY". S3 V=,W9#R :%1

•       VPG 1, H;+);(@ (O0Q3 'V &6);V l6b (K l6b 6/ .

!"#$%&'''a b c d e f g h i j k l m n o p q r s t u v w x y z 

($)*+,&'D E F G H I J K L M N O P Q R S T U V W X Y Z A B C 

6H /9D89 :
•   Playfair Cipher
•   Hill Cipher
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V0#XY". S3 V=,W9#R :%1 B,CD3

! /?8RBrute-Force
" HL9, &(/="C% V3=<51026×4! =26  HL9,6"| 

!    2796'(Z /?8R [60$%
" V'3=*(I#3 '3VP9* (K B=G +,' HI, 'V l-6b 1*3-36S '3VP9* J8;(U, (K 

1, ql-6b 1*3-36S  V6% 3="F 3' l-6b 1Q(9Ib3 6}(25 Z3P5.

" =<K =;$#3 'V 7(~,

23



      2#1$% 234($-      5)% 567819 90-89                               /0". ) *+%+ !1#$%                             )http://dnsl.ce.sharif.edu(24

 V0#XY". S3 V=,W9#R :%1 B,CD3);#Z%(

DHULDOUHFRQQLVVDQFHUHSRUWVHQHPBUH . . .

  *>.&$: <=$ S)(R 29%)%(Z) 2-6"K_% V4 2#1C96X (
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 V0#XY".<=[ V=,W9#R :%1

!n("DPcd
•   JXP9j, >3 BV(0I#3     12"?*(@ >3 &3        :CI\, 1;(O0Q3 !5 &(/

   1Q3PI, n'PcK .
•          JK =;(K 12"?*(@ =X3PW >3 1O"565 Jo J% A#3 H;3 6)*(;(9* ="C%

  VPG BV6K '(% .
•1, Z(2�9/          V6% BV(0I#3 +,' A8LG &36K l-6b i;>P5 >3 Z3P5 .

!J*P9* (/:

" 12"?*(@Vigenere

25
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  V=,W9#R213

26

Plain: send another catapult

abcdefghijklmnopqrstuvwxyzabcdefghijklmnopqrstuvwxyz

abcdefghijklmnopqrstuvwxyz
2

abcdefghijklmnopqrstuvwxyzabcdefghijklmnopqrstuvwxyz

abcdefghijklmnopqrstuvwxyz
1

abcdefghijklmnopqrstuvwxyzabcdefghijklmnopqrstuvwxyz

abcdefghijklmnopqrstuvwxyz
3

Cipher: ufqf bqqukgs fcudrvov



      2#1$% 234($-      5)% 567819 90-89                               /0". ) *+%+ !1#$%                             )http://dnsl.ce.sharif.edu(

 :%1Vigenère

! 1, pP8`, 1;(O0Q3 =2o 12"?*(@ +,' 1XP* VPG .

! w;65(, !; >326  'V26 HI, &'3]R+,' &36K ="C% !; - 
1, BV(0I#3  VPG.

!     ZPI# qHI, 1Q3PI, l-6b - w;65(, 6t# q="C% 1Q3PI, l-6b
1, g\?, 3' w;65(,  =22%.

!  1, '36L5 J% A#3 1S6b=2o J9C% !; xP9<, ="C% VPG.

!  +,' &PCK(5 >3 1;(?R+,' - &'3]R+,' H;3 &36KVigenere 
1, VP9* BV(0I#3 Z3P5 .

27
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  &
$:

 @
D?
J64

V
ig

e
n

e
re



      2#1$% 234($-      5)% 567819 90-89                               /0". ) *+%+ !1#$%                             )http://dnsl.ce.sharif.edu(

 :%1Vigenère

!@:%AB&$: :
 ZPI#  = 6m*V'P, l6b
 6t# = ="C% l6b

 iY(U5 N`, = 6m*V'P, l6b B=G+,'

!2-6CB&$: :
 ZPI#  =="C% l6b

 iY(U5 N`,  =B=G +,' l6b
 6t# =B=G 1;(?R+,' l6b

29

P= SEND ANOTHER CATAPULT
K= hail caeserh ailcaese
C= ZEVO CNSLLVY CIECPYDX
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 :%1 B,CD3Vigenère 

! 12"?*(@ ql6b 6/ &36K     1, '(% JK 3' 10CI\, &(/ V6K .

!12"?*(@ (K     1, NL?, 3' 18*(%6S N"C`5 q:CI\, &(/      $,(% 1Q- q=2%
19* HL9,6"| =2% .

!            J* (; A#3 1;(O0Q3 !5 12"?*(@ J% V6% g\?, =;(K 3=IK3.
"  VPG 1, g\?, JQ(8, H;3 1RV(# JK l-6b w*(%6S N"C`5 (K.

!      >3 BV(0I#3 n'PD 'VVigenere1,      ^-' >3 Z3P5Kasiski      JK 3' ="C% 7PY 
 V'-M A#V .

!   '(LGM HI, B>3=*3 JK ="C% ^6I8R)  HI, (K ="C% a"%65 (K (  3' NL?, ./
19* Nb  =2% .

" A#3 H;6SM NL?, JCD(b ="C% 'V l-6b i;>P5 n("DPcd.
30
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 :%1One-Time Pad

!  ="C% >3 6R3 1SV(c5 $,(%    +,' qVPG BV(0I#3 '(LGM HI, B>3=*3 JK
VPK =/3Pd H,3 JCD(b.

! ="C% _P* H;3PadV'3V E(*   .
!  'VOne-Time Pad 1, '(K !; TUS ="C% 6/ >3     BV(0I#3 VPG

V6% .
!@:%AB&$:                   :Ci = Pi !Ki

! means XOR
!2-6CB&$:                :  Pi = Ci !Ki

31
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 :%1 B,CD3One-Time Pad

! >3 q+,' H;3 T?U$ !1#$%   JtK3' �"/ J% 36o qA#3 '3V'Pd6K   &3
   V'3=* VP@- B=G +,' HI, - '(LGM HI, H"K.

!1, 12<;   ="C% !; qB=G +,' HI, 6/ - '(LGM HI, 6/ H"K Z3P5
 V6% 3="F 6}(2I, +,' .

!  P): <-% E0C$ :

"V(;> V3=<5 JK 1SV(c5 ="C% ="QP5

" ="C% i;>P5) ZM VPd B>3=*3 JK HI, 6/ &36K ="C% 7(#'3 JK >("* (

32
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1J3-1 7#)=,\#%
(Rotor Machines)

!BV("F !; 'P5-' H"G(,  1L"*-6ILQ3 &>(#- 1;(O0Q3=2o+,' >3 1L"*(L,
1, pP8`,  VPG.

!BV3V q^-' H;3 'V  '36W ./ NK(U, 'V J% '=2C"# &V3=<5 Nd3V >3 (/
JIS6R 1, 'POX q=*3 =22% .1, E(j*3 3' 1;(O0Q3 !5 +,' !; '=2C"# 6/ =/V.

!1, l6b !; B>3=*3 JK 7-3 '=2C"# q&V-'- >3 l6b 6/ &3>3 JK  (K =d6o
  (jK(@ l6b !; B>3=*3 JK &=<K 'P5-' q'P5-' 6/ N,(% ^V6R '-V !;

1, VPG .

! =K(; 1, z;3+S3 (/65-' V3=<5 z;3+S3 (K 'P5-' H"G(, p-(25 B'-V )26n .(
!  (f*M T#P5 B=G 1b36Y 'P5-' H"G(, J% =2IG3V V(UIX3 (/ Z(9QM )  E(* (K

Enigma (  :?% 3' ZM +,' =2I8*3P5 H"U0I, 1Q- qA#3 A8LG NK(W6"|
 =22% ^(S 3' (f*M &6# n(X$Y3 >3 &'("8K - =22%.

33
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1J3-1 7#)=,\#%

35



      2#1$% 234($-      5)% 567819 90-89                               /0". ) *+%+ !1#$%                             )http://dnsl.ce.sharif.edu(

!"#$% &'()*

! :;'(<5

!&'()*+,' &(/ &=2,>("*

!   !"#$% +,'-  12"?*(@ 

!   V1LW' &$:– !CG-6X 

36
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 V6W80#R :%1

!  1CD3 HI, 'V l-6b 1;(jK(@ (O0Q3 l-6b 6""�5 Z-=K
"1R=2%36F V(j;3 l=/ (K

!  12"?*(@ +,' (K ZM >3 1O"%65 BV(0I#3 Z(L,3
" Z'=, Z'(UI, &'()*+,' 'V BV(0I#3V'P, 1CD3 B=;3

37
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V9J6' &W80#R :%1

!  ."*3P\K 1*PI# n'PcK - ."8;P2K &6t# n'PcK 3' HI,.
"="C% :ZPI# V3=<5  (/) (j2;3 'V5 (

!="C% : ZPI# HIGP* a"565  (/ ) (j2;3 'V43125 (

!1, V3V E(j*3 3' A?);(@ '(K =2o 6I?"K A"2,3 &36K Z3P5 .

38

43125
SEND*
ANOTH
ER*CA
TAPUL
T****

SAETTENRA*NO*P*DTCU**HAL*

NO*P*DTCU*ENRA*SAETT*HAL*
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V6W80#R :%1 B,CD3

39
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