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0 Plaintext: the original message
oo o, bl plo 1) sl e O

0 Ciphertext: the coded message
o0 3oy el 1hey (o D

0 Cipher: algorithm for transforming plaintext to ciphertext
oy e 4 BT e oo 0,080 130y [

0 Key: info used in cipher known only to sender/receiver
oa.sﬂfgox:wjéJa.&.égoﬂf@)@oou@,lo)y}@)oﬂg)&l:w [

(http:/ /dnsl.ce.sharif.edu ) A g 0o Gl A=A+ Jol Jluows — Sl (45 3o



dd ol i 5l

00 Encipher (encrypt): converting plaintext to ciphertext
oy e 4 5 e oo 155185 50y O

0 Decipher (decrypt): recovering plaintext from ciphertext
3oy oo 51T e gl Sl 1 g WS 30y O
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Cryptography: study of encryption principles/methods
S5 50, oy, 9 Jgol ple omigize, [

Cryptanalysis (codebreaking): the study of principles/
methods of deciphering ciphertext without knowing key

S 5l Ml yaas 5o, he (oliS 50, o g, 9 Jeol ple tpoy Jdx O

Cryptology: the field of both cryptography and
cryptanalysis

oy Jod g emmgize, oS 5l Jols oo 16 )30y O
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Plaintext
input

secrel key shared by
sender and recipient

| ransmitted
ciphertext

secret key shared by

sender and recipient

Y

Loneryption algorithm
(.0, DS

> —P

Y

Decryption algorithm

{reverse ol encryption
aleorithm)

Plaintext

output
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oolaiwl 890 slduls olowy O
S e gogax S S, W
(gogas &dS + gogec 0l5) LLS )| Bk jo glp oS 50 W
ST oo 310 1 g, O
Kgdoo 3oy 9 )R o polie I Sehi Sk W
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(Brute Force Search)

el ool BB KT e oS Conl ol p 2,8 O

Time required

Key size Number of Time required at 1 at 10°
(bits) alternative keys decryption/ us decryption/ us
32 232 — 43 % 10° 221 us =35.8 minutes 2,15

milliseconds

DES — g 356 = 7.2 x 255 g =1142 years  10.01 hours
ll:llE .

AES 128 2128 = 3.4 x 2127 s =5.4x10%* 5.4 x 10'®
1038 years years

3DES 168 2158 = 3.7 % 215? us = 5O ¥ 1035 5.0 x 1|:|3|:|
1030 years years
Substitution _, 26 26! =4x 1025  2x10% =6.4x 102 6.4 x 105 years
code characters uS years

{permutation)
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send another catapult

abcdefghijklmnopgrstuvwxyz

abcdefghijklmnopgrstuvwxyzabcdefghijklmnopgrstuvwxyz

K=y

r
C =P+ K (mod 26) rdmc zmnsqgds bzszotks

Sy oo o3liiwl 358 Joo B Alie 03Nl Jse b S0 I e =
Sods S Sl oY OIS YO Lge TP es
ol S50 B g oas anslin T sl ie oL
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Plainn a bcde fghijklmnopgrstuvwzixXxyaz
CpherDEFGHIJKLMNOPOQRSTUVWXYZABGC
:th\.;j.oﬁ

Playfair Cipher -
Hill Cipher -
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ABCDEFGHI JKLMNOPQRSTUVWXYZ
Letters

(L ST (Salils) suliyoy (e Bg > Sl 48
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Plain: send another catapult

abcdefghijklmnopgrstuvwxyz

abcdefghijklmnopgrstuvwxyzabcdefghijklmnopgrstuvwxyz

abcdefghijklmnopgrstuvwxyz

Q)

bcdefghijklmnopgrstuvwxyzabcdefghijklmnopgrstuvwxyz

abcdefghijklmnopgrstuvwxyz

abgdefghijklmnopqrstuvwxyzabcdefghijklmnopgrstuvwxyz

Cipher: ufqf bgqqukgs fcudrvov
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One-Time Pad
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(Rotor Machines)

bl jo; 5l (Sllam ( Sodg 5S8l (s5luosly o 5985, eitls
DG gD

8 en blie o a5 jailw olass Sl sl ool ¢ gy ol 4o
RV ‘al;;.;! l L,J.;L,é.l\ S5 ey Suyaidew 2 0SS o jeas RYPLEIS
Loz o0 B> o ojladl gl jaidew 589,951 B> 2 il 4
Lol B> SO ojlail 4y gam (989, 993, o JolS (80,5 590 S5

D gud o

(26") 3l (oo !Bl b g olaad 2ol38I L (o35 udile gl 090
b L) Ll lawgs oo  >l,b yg59, cile a5 autils slizel b L]
S 1y ol e,y ol date Jg el cuSls LB e (Enigma
QS w1 sl g pw Sledbl 5l 6 bws g S

]

(http:/ /dnsl.ce.sharif.edu ) A g 0o Gl A=A+ Jol Jluows — Sl (45 3o



——_—1
—=

Direction ol motion

l

Y Y
14—'\] 21 26 20 1 8
IH—T 3 1 | i 18
26 15 2 5] i rf_?ﬁ
1 1 3 4 4 17
i 19 4 15 5 A4—120
3 110} 5 3 i 22
4 14 &) 14 T 10
5 26 T o ol # 3
(5 20 8 23 9 13
T b 9 5 10} 11
" 16 10) 16 11 4
9 7 11 2 12 23
10) 22 12 22 13 5
11 4 13 19 14 24
12 11 14 11 15 9
13 5 15 1% 16y 12
14 17 16 25 17 25
15 9 17 r,-—’.'-:-fl 18— 16
16 12 18 13 19 19
17 13| |19 — 71 |20~ 6
18 1% 20 10 21 135
19 2 21 8 22 21
20) 25 22~ 21 23 2
21 5] 23 9 24 i
33 —24 24— 26 25 |
23 13 2% i 26 14

Fast rotar Medium rotor Slow rotor

(a) Initial setling
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Aerial reconnaissance reports enemy
reinforcements estimated at battalion
strength entering your sector PD Clarke

ABCDEFGHI JKLMNOPOQRSTUNVWXYZZ
Letters
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