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A Simple Example

Public Key !”U!!! E!! —

P > — Peggy 7123456 — P
O > — Olivia 6752345 x| — O
Kl— «|—f Kathy 2563859 3| | K
E >§ — Erica 6723952 g _ JE
M >§ — Mary 9753658 g M
0 Ll | olga 7490469 gl__Jlo
N = ———— Nancy 7036027 ~_JN
Plaintext Ciphertext Plaintext

O Anyone can map from plaintext to ciphertext.
O Decryption easy only with inverted phone book.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



One-way functions and
trapdoors.

O A function f() Is said to be one-way if given x it is
“easy” to compute y = f (X), but given y it is “hard”
to compute x = f1(y).

O A trap-door one-way function f, () is such that to
compute

m y=f.(X) iIseasy if K and x are known.
m x=Tf1(y)iseasyif K and y are known.
m x=Tf"1(y)is hardif y is known but K is unknown.

O Given a trap-door one-way function one can design
a public key cryptosystem.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Encryption and 1l-way trap

oIt o
doors ﬁ

Q'

i i A

Two keys:
= public encryption key e
m private decryption key d

Encryption easy when e is known
Decryption hard when d is not known

d provides “trap door”: decryption easy when d is
known

We’ll study the RSA public key encryption scheme.
First we need some number theory.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Some Number Theory

O We’'ll need some number theory to define a one-
way trap-door function:
m  Elementary (Review?):
o Divisors
o Prime numbers
o relative primes
o Modular arithmetic
= Advanced (Hand-waving overview)
o Euler’s totient function
o Lagrange’s theorem

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Divisors

O X divides y (written x | y) if the remainder is O
when y is divided by x
= 1|8, 2|8, 4|8, 8|8

O The divisors of y are the numbers that divide y
m divisors of 8: {1,2,4,8}

O For every number y
= 1]y
= yly

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Prime numbers

O A number is prime if its only divisors are 1 and
itself:

m 2,3,5,7,11,13,1/7,19, ...
O Fundamental theorem of arithmetic:

m  For every number X, there is a unigue set of primes

{p;, - ,p} @nd a unique set of positive exponents
{e,;, ... ,.e,} such that

X = plel = pnen

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Common divisors

The common divisors of two numbers X,y are the
numbers z such that z|x and z|y

m  common divisors of 8 and 12:
o intersection of {1,2,4,8} and {1,2,3,4,6,12}
= {1,2,4}
greatest common divisor: gcd(x,y) is the number z
such that
m 7 is a common divisor of x and y

= no common divisor of x and y is larger than z
o gcd(8,12) =4

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Relative primes

O X and y are relatively prime if they have no
common divisors, other than 1

O Equivalently, x and y are relatively prime if
ged(xy) =1
m 9 and 14 are relatively prime
= 9 and 15 are not relatively prime

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Modular Arithmetic

O Definition: x is congruent to y mod m, if m divides (x-y).

Equivalently, x and y have the same remainder when
divided by m.

Notation: X = y(mod m)
Example: 14 =5(mod9)

o WeworkinZ, = {0, 1, 2, .., m-1}, the ring of integers
modulo m with binary operators + and * defined modulo
m.

o Example: Z2,={0,1,2,3,4,5,6,7,8}
O We abuse notation and often write = instead of

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Addition and Multiplication

Many of the same properties as addition and
multiplication of integers:

. Commutative

m Associative

m Distributive

=  Additive inverses

Some differences:

B Some elements have multiplicative inverses

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Addition in Z_, :

O Addition is well-defined:
If
X = X'(mod m)
y = y'(modm)
then

X+ Yy =x+y' (modm)

m 3+4=7modO9.
m 3+ 8=2modOo9.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Additive Iinverses In Z_,

O O is the additive identity in Z_
X+ 0= X(modm) = 0+ X(mod m)

O Additive inverse

m  Every element has unigue additive inverse.
m 4+ 5= 0 mod 9.
m 4 is additive inverse of 5.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Multiplication in Z_, :

O Multiplication is well-defined:

If

X = X'(mod m)
y = y'(modm)
then

XX Y = XXYy'(modm)
E 3*4=3modDO9.

3*8 =6 mod 9.
3*3=0mod9.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Multiplicative inverses in Z_,

O 1 is the multiplicative identity in Z__
X#*]1 = X(modm) =1 X(mod m)
O Multiplicative inverse —
m  SOME, but not ALL elements have unique
multiplicative inverse.
= In Z,: 3*0=0, 3*1=3, 3*2=6, 3*3=0, 3*4=3,
3*5=6, ..., so 3 does not have a multiplicative
Inverse.
= On the other hand, 4*2=8, 4*3=3, 4*4=7, 4*5=2,
4*6=6, 4*7=1, so 41=7

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Which numbers have
Inverses?

O InZ_, X has a multiplicative inverse if and only if x
and m are relatively prime

m E.g., 3and 4 in Zg

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Euler’s totient function

Given positive integer n, Euler’s totient function ®(n)
IS the number of positive numbers less than n that
are relatively prime to n.

Fact: If p Is prime then
e {1,2,3,.,p-1} are relatively prime to p.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Euler’s totient function

Fact: If p and q are prime and n=pq then
O(n)=(p-Dg-1)
Each number that is not divisible by p or by g is
relatively prime to pdg.
= E.g.p=5,09=7:{1,2,3,4,-,6,-,8,9,-,11,12,13,-,-
,16,1/7,18,19,-,-,22,23,24,-,26,2/7,-,29,-
,31,32,33,34,-}

= (p-1)(g-1) = pg-p-g+1

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Important Fact

O If a is relatively prime to n then

a®" =1modn
O (This is a corollary to a theorem due to Lagrange
that states that the order of an element of a
multiplicative group divides the order of the group.
It’s applied to the group Z,~ of residues mod n that

are relatively prime to n.)

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



RSA overview

Alice wants people to be able to send her encrypted
messages.

She chooses two (large) prime numbers, p and q and
computes n=pg and P(N) . [“large” = 100 digits +]
She chooses a number e such that e is relatively prime
to Z(D(n) and computes d, the inverse of

e in d(n)

She publicizes the pair (e,n) as her public key. She
keeps d secret and destroys p, g, and d(n)

Plaintext and ciphertext messages are elements of Z_
and e is the encryption key.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



RSA overview

Bob wants to send a message x (an element of Z2)
to Alice.

He looks up her encryption key, (e,n), in a
directory.

The encrypted message is
y=E(X)=Xx"modn

Bob sends y to Alice.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



RSA overview

O To decrypt the message
y = E(X) = X" modn
she’s received from Bob, Alice computes

D(y) = y® modn

Claim: D(y) = X

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



RSA encryption functionj
1-way trap door

Need to show O
DIE[X]] =x =
E[x] and D|[y] can be computed =
efficiently If keys are known

E-1[y] cannot be computed efficiently =
without knowledge of the (private)
decryption key d.
Also, It should be possible to select O
keys reasonably efficiently

This does not have to be done too =
often,.sq.effi




E and D are inverses:
Case 1: gcd(x,n)=1

D(y) = y® modn
= (x* mod n)*

= (x*)? modn

= x* modn

= ¥ M+ 1 5dn Because €d =1mod ®(n)
= (x""")' xmodn

= 1t Xxmodn=Xmodn From “important fact”

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



O

O 0O 0 04

Tiny RSA example.

letp=7, q=11. Then n = 77 and
d(n) =60
Choose e = 13. Then d = 131 mod 60 = 37.
Let message = 2.
E(2) = 213 mod 77 = 30.
D(30) = 303’ mod 77=2

Slide from an earlier lecture by Nasir Memon @ Poly-NYU




0\

JLe—RSA

ciphertext
11

Decryption

Encryption
plaintext
88— » %@Tﬂd@: 11
KU =17, 187

: llcz:igmﬂd= 88 —

plaintext
—» 88

\

KR =23, 187

p=17,q= 11, n = p.g= 187
¢(n) = 16.10 =160, pick e=7, d.e=1 (mod ¢(n))

= d =23
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Slightly Larger RSA example.

O lLetp=47, q=71. Then n = 3337 and
d(pq)=46*70=3220

O Choosee =79. Thend = 791 mod 3220 = 10109.

O Let message = 688232... Break it into 3 digit blocks to
encrypt.

0 E(688) = 6887° mod 3337 = 1570.
E(232) = 23279 mod 3337 = 2756

0 D(1570) = 15701919 mod 3337 = 688.
D(2756) = 2756%01° mod 3337 = 232.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



RSA encryption function is 1-way
trap door

O

Need to show

v DIE[X]] = x

m  E[x] and D[y] can be computed efficiently if keys
are known

m  E-l[y] cannot be computed efficiently without
knowledge of the (private) decryption key d.

Also, it should be possible to select keys
reasonably efficiently

m  This does not have to be done too often, so
efficiency requirements are less stringent.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Decryption without
trapdoor

Suppose Oscar intercepts the encrypted message y
that Bob has sent to Alice.

Oscar can look up (e,n) in the public directory (just
as Bob did when he encrypted the message)

If Oscar can compute d = e'1 mod CI)(n) then he can

use the formula D(y) =y modn=X to
recover the plaintext x.

If Oscar can compute ®(n), he can compute d (the
same way Alice did).

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



Decryption without
trapdoor

O Oscar knows that n is the product of two primes
O If he can factor n, he can compute d(n)
O But factoring large numbers is very difficult:

Grade school method takes O(\/ﬁ) divisions.

Prohibitive for large n, such as 200 digits (roughly
512 bits)

Better factorization algorithms exist, but they are still
too slow for large n

Lower bound for factorization is an open problem

Slide from an earlier lecture by Nasir Memon @ Poly-NYU



How big should n be?

Today we need n to be at least 768 bits. Better
1024 or even 2048 Dbits.

No other (implementation independent) attack on
RSA known.

Slide from an earlier lecture by Nasir Memon @ Poly-NYU
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n= pg {€,N}: ogec 0I5 O

f(n)=(p- 1) (@- 1) {d,n}: cogas ads O
ged(f (n),e)=1, 1< e<f (n)

d.e® 1 modf (n), d° e ‘(modf (n))

C=M"modn, M<n

M= C%modn= (I\/Ie)d modn= M modn
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Figure 9.8 Result of the Fast Modular Exponentiation Algorithm for a® mod n,
where a =7, b =560 = 1000110000, it = 561
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