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m C- AS:ID. || Pc || IDy

m AS- C:Ticket

m C- V:IDc | Ticket

m Ticket=E(K,, [IDc || AD. || IDy])
C =client AS= authentication server
V =server P.= password of useron C

AD.= networkaddress of C
K, = secret encryption key shared by AS and V
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Ticket, =E (KV ,[ID_ [|Addr||ID,, || Timestamp_ | Lifetime, ])
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1. C- AS:ID || Do

2. AS- C:E(K, Ticketrsq)

3. C-TGS:ID || IDy || Ticketyes
4. TGS C:Ticket,

5. C— V:IDc || Ticket,
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(a) Authentication Service Exchange: to obtain ticket-granting ticket

(1) C — AS: ID_Il ID, I TS,
I ID

(2) AS = C: Eg[K s || TS5 || Lifetime, || Ticket,, |

CIgs

I ID | AD- 1| ID,

tgs gy 4]

Ticket,,, =Eg [K ITS, Il Lifetime, |

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket

(3) C — TGS: f[},, Il Ticker! os Il Aumemicamrt_
(4) TGS — C: Eg  [K,., I1ID, I TS, Il Ticket, |

Ticket,,, =Eg [K

tgs

I ID | AD- 1| ID,

o 178, Il Lifetime, |

c1gs
Ticket, = Eg [K,, 1 IDc | ADc | ID, | TS, |l Lifetime, |

Authenticator, = Eg  [IDq | AD¢ 11TS5]
1o -

(¢) Client/Server Authentication Exchange: to obtain service

(5) C —= V: Ticker |l Authenticator,
6O)V—0C: E K(_J.[T.Sg + l] (for mutual authentication)
Ticket, = Eg [K,, 1 IDc | AD | ID, | TS, |l Lifetime, |

Authenticator, =Eg [ID 1| AD¢ 11 TS5 ]
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Once per
user logon
session

1. User logs on to
workstation and
requests service on host.

Slow 1 F awd o

3. Workstation prompts
user for password and

uses password o decrypt

incoming message, then
sends ticket and
authenticator that
contains user's name.
network address, and
time to TGS.

5. Workstation sends
ticket and authenticator
to server.

Once per

Once per
SErvice session

2. AS verifies user's access right in
database, creates ticket-granting ticket
and session key. Results are encrypted
using key derived from user's password.

Kerberos

Authentication
server (AS)

Ticket-
granting
server (TGS)

4. TGS decrypts ticket and
authenticator, verifies request,
then creates ticket for requested

SCIVET,

6. Server verifies that
ticket and authenticator
match, then grants access
to service. If mutual
authentication is
required, server returns
an authenticator.
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Realm A

m C- AS: IDC " IDTGS "Tsl Kerberos

m AS- C:E(K, [Keras[|1Dres [[TS: || iy
Lifetime, || Ticket gs])

et for Jocal TGS
Local TGS

1. Request tick
2. Ticket

for

3. Request ticket for remote TGS
—— " Tiholc 105

®m C- TGS: IDrgeem || Ticketrgs | @ Tioket or e o5 1
Authenticator,

B TGS C: E(Kcras [Kerasrem || 1Drasrem | E
TS, || Ticketrgsreml) g ,;: %

B C— TGS, om: E(Kcrgsrems [Kcvrem || 1Dyrer | -
TS, | Ticket, o)

m C- V., Tickety,., | Authenticator.

Realm B
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(a) Authentication Service Etchange' to obtain ticket-granting ticket

(1) C — AS: Options || 1D,
(2) AS — C: Realmc || IDC| T 1Lkelm | Eke [l{.: tos I| llmr::s | Nonce; || Realmygs || IDyes]

Ticketigs = Eg ¢ [Flags || Kty || Realmg || 1D || AD || Times]

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket

[(3) C — IGS: Options || 1Dy, | Times | | Nonces || Tickﬂltgﬁ. | Authenticator,
(4) TGS — C: Realm || ID, || Tickety || EKg o< [ Ke,v || Times || Noncea || Realm,, || 1Dy |

c.lgs

Ticketygs = Eﬁmb [Flags || K¢ tgs | Realme || ID¢ || AD¢ || Times]
lickety = Ek, [Hags | Kev || Realmg || 1D¢ || AD¢ || Times]
Authenticator, = Ex 15.51 ID, || Realm, || TS |

(c¢) Client/Server Authentication Exchange: to obtain service

5 C—> vV | Ticket,, || Authenticator,
(6) V —C: Eg_,[TSz| Subkey || Seq# ]

Tickety, =
#\uthenﬂcamrc fllq_ v lD
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