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® Internet Protocol Address(IP Address)
* Full Duplex
> Socket
® Connection Establishment
’ Data Transfer
® Connection Termination
° FSM
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CONNECT/ SYM (Step 1 of the 3-way-handshake)

e e UNUSUEl event
== clientireceiver path [sm"]_ B T PR PRSI
CLOSEI-
3= server/sender path LISTEN/- ‘.
¢ CLOSE-
(Step 2 of the 3-way-handshake SYMNISYN+ACK LISTEN .
A
RSTI- SEND/ SYN -
SYN : SYN
RECEIVED SENT
Data exchange occurs
ACKI- SYN+ACKIACK
_ (Step 3 of the 3-way-handshake)
i CLOSE/FIN | |
CLOSE/Fil FINACK
R | [passive crose | :
] Y o Y i
: ! [
i FIN WAIT 1 | CLOSING X ! CLOSE WAIT :
! FINHACKIACK : ' ! i
1 . E ‘ 1 !
1 3 H ] 1
H H 1
! ACKI- Lack- P CLOSE/FI :
! : 1 1 :
: : ! [
' Y P Y !
! FIN WAIT 2 | P 3 TIME WAIT . ! LAST ACK !
H FINIACK : : !
: Timeout . ! ACH :
L 1 S

(Go back to start) _-.
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10 Reliability Mechanisms
n Congestion Control Mechanisms


http://en.wikipedia.org/wiki/Transmission_Control_Protocol
http://www.ietf.org/rfc/rfc793.txt
http://www.ietf.org/rfc/rfc793.txt

Simple TCP Suite

Three-Way Handshaking

Acknowledgment and Sequence Numbers

TCP Checksum

Connection Termination

Fast Retransmission(Triple Multiple Acknowledgments)

Retransmission
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Maximum Window Size = Min{Advetrised Window size, Congestion Window}

Ef fective Window Size = Max Window Size — (LastByteSent — LastByteAcked)
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Server Custom Information
Initial Sequence Number of Server
Port Number(Listening Port)
Mac Address of Gateway to Client
Entry Size
Username/Password/Shell
Program Address
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Server Custom Information
26764

5335

01:23:45:67:89:ab

2

Sadjad Allaahverdi

1234

/bash/sh

Mehrdad Moradi

76867

/bash/sh

S Jlwy) olsz, 5 sl [y Connection established ,giwo wlo /5,0 o poid’ (] j0i0 lgz (4K

w0l S Wigd g 5lw 0oly Wb &5 15w dcgozo FIEXIT joiws o pod () j0 iy (g5

" Entry



«CS g Jauzo 50 0, 5—0lgs ;15 (g0l
bl o (S (Sloy poi Liilo (s pod (2] 40 0153 )1 (setoliy: ey AT

HELO

Please authenticate.

USER justin

Invalid username.

USER sadjad

Username accepted, enter password.
1s

Not authenticated.

PASS rsdtjkff

Welcome, sadjad.

1s

. temp files games

rm -rf home/
date

Wed Aug 5 11:15:30 IRDT 2011
cat /home/sadjad/temp/1.txt
There are four PAs:

1. PA©
2. PA1
TERMINATE
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